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ANNOTATION

It is discussed validity of the dangerous and gafigitures concept by automation and
remote control systems safety estimation. Theresismated error in automation and
remote control systems calculation on safety letlas is based on the unsafe failures. It is
proposed new decision to develop automation andtermmontrol systems safety models
that is based on the “unsafe” elements conceptiois. developed three automation and
remote control systems Markov models for systerfierént configurations. It is developed
and explored computer models, obtained automati@h ramote control systems safety
indicators numerical values:

- automation and remote control systems unsafe dondiprobability,
- safety coefficient,
- probability of systems safe work.

1. CONCEPT OF SAFETY

Safety can be external and internal in systems diklomation and remote control
systems.
External safety is related to systems protection as an object ancbe disrupted due to
external influences.
Internal security is systems property to safe good, usable and gihetecondition.
Considering systems safety estimations probleme#ins systems internal security.
In the exploitation process system can be servieeminl defective.
If system is serviceable, it can be in three states
- defective, but useable, when some systems elerfaghies don't effect systems basic
functions;
- not usable, but protective, when all parameterseslthat describe systems ability to
perform its functions for ensuring train trafficfety and corresponds regulatory-
technical and (or) design documentation;
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- not usable, unsafe, even if one of all parameteisdescribes systems ability to
perform given functions for ensuring train traffafety not corresponds regulatory-
technical and (or) design documentation.

So system can be in four states:
- the correct,
- defective but usable,
- defective, not usable, but protective,
- unsafe.

Systems transfer from correct condition to oneedédtive is realized under the
influence of two types:
- protective that transfer system from correct oedg¥e but usable condition to
inoperable but safe condition,
- not safe, whose appearance transfer system toratglpeand not safe condition.

Automation and remote control systems safety esiimaroblem is reduced to
calculations by the formulas of reliability theory:

P(t) —no-failure operation probability — probability that within a given operating time t
systems not safe failure does not occur;

Q(t) —not safe failures probability — probability that within a given operating timadt
safe failure occurs at least once;

T —mean operating time to not safe failure — systems operating times mean value to the
first not safe failure;

K — safety coefficient — probability that system will be in usable orteiive condition
at any given time.

If it is given value of not safe failures flow witin exponential distribution law, with
exponential distribution law of safe work time tdid above safety indicators are defined by:

1 =N
At — . le-—'—" K il 3
P =™ QO=1-P@; 1 T+

T,—is mean regeneration time.

2. ESTIMATION OF PRECISION FOR EXPONENTIAL PROBABILITY SAFETY
MODEL

Safety probability model and adopted on it basfetganorms are mostly common and
accepted. However, used for this models constmuatomncept of division of system failures
to dangerous and not dangerous is not perfect.

Legitimacy of using probabilistic models for vargoestimates calculations, including
safety estimations, can be based only on a suffigi¢garge content of statistical data.
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Meanwhile, automation and remote control systentssafe failures statistical data is
not enough to construct probabilistic safety mod@l. collect necessary statistical data
content on not safe failures is problematicallyaese of the nature of them which appear
very rarely.

Taking the assumption of exponential time distitout of no-failure operation,
significantly simplify mathematical calculations develop different probabilistic models —
“law without memory”.

In other words, if system is not denied to the titnéts no-failures operation time
distribution will be the same if in this momentrssao use a completely new system.

Time distributions exponential dispersion betweeot rsafe failures is another
interesting moment. Dispersion is\Hnd standard deviation equal to mean value.

Purpose — to establish the accuracy and reliabiitysafety indicators obtained
estimates according to statistical date contemgusutomation and remote control systems
exponential probabilistic safety model.

Random quantity which examine — is time intervatween not safe failures in
automation and remote control systems devicesgarage station.

3. UNSAFE ELEMENTS CONCEPTION

It's possible to use another approach for automadiod remote control systems safety
estimation. The nature of the proposed approatifaisn analysed system total failure flow
is not divisible to two different flows — safe andt safe failures. All systems elements
failures are ordinary failures that lead elementdewrice to defective condition. This
failures flow intensity characterizes elements tyafdData about flow intensity or
information about safety usually are recorded @m@nts technical passports.

Rejection not safe failures conception and basethemot safe elements conception it
is not necessary to divide failures flow with inség A to two different flows — safe and not
safe. All this flow failures are homogeneous, alowé failure leads system element to
inoperable condition.

However, elements fault can bring system, whichicstire includes this element, to
different conditions.

Automation and remote control systems elementsetsarM depends on system
condition and can be divided for separated subsets:

- My— elements subset, even if one of all this suleetaent will be fault system become
to a defective but usable condition,
- M, — elements subset, even if one of all this subetsent will be fault system

become to a protective condition,

- M,. elements subset, even if one of all this subdetaaent will be fault system become
to not safe condition.
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4. FORMULATION OF THE PROBLEM FOR AUTOMATION AND REMOTE
CONTROL SYSTEMSSAFETY ESTIMATION BY THE ELEMENTS SAFETY

System — it is an object that is a set of elements thegracts in certain number of tasks
perform process, and that are functionally intees.

Systems element — it is an object that is a set of systems simpbest, separate parts
does not represent independent interest underdemasion.

Consider automation and remote control systemgysafgimations problem, systems
element is its part with which failure system beesrto one of this conditions:
- defective but usable,
- inoperable protective,
- inoperable, not safe.

N=ng+ny,+n,, where g ny n,is elements number in thegNWi, M, subsets.

In the process automation and remote control systembe in one of conditions:

- S— systems operative condition, all systems eleminése operative and perform its
functions completely,

- S, — defective, but usable condition, if,dubsets some elements are defective. This
subsets elements failure does not affect operaftidhe system, so in case of failure of
these elements system can perform its basic furgtio

- S, defective, inoperable protective condition, ifstbondition the system goes with
one of the M subsets elements failure;

- S;—not safe condition.

System transition from operative conditiog 8 S S, or § conditionis by the
appearance of failures in MM, M, subsets elements. Failures flow intensity in this
elements subsets are known, intensity values ctaaizes elements reliability and they are
in elements technical documentations.

In Mg, M, M, subsets elements failure appearance elements wpeigtrestored by
technical personal that services automation anateontrol system. Elements mean time
to restoration can be defined by automation andotentontrol systems exploitation
experience on the accumulated statistical dataegsdeg basis.

To establish automation and remote control systafety are known initial data:

- ng, n, K,—number of elements indW, M, subsets respectively,

- X, Ap, An— failures flow intensities vector values in the, M, M, subsets elements
respectively. These vectors elementsigrehy, Ank.

- Hda . Hp M - regenerations flow intensities vector valuesttie My My M, subsets
elements respectively. These vectors elementsarei Hox
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5. AUTOMATION And REMOTE CONTROL SYSTEMSSAFETY
MARKOV MODELS
5.1. Models with unreserved elements description

Systems model — Markov, on hypothesis repair flaave Poisson. In model are
presented N unregistered systems elements vahiatystdivided to subsetsd\W, M.

At any time system can be in one of four conditien§ S; S, S; Systems conditions
changes by the total influence - failures flowtle My M, M, subsets elements and the
faulty elements regenerates flow.

Total failures flows are defined by ratio:

ng ﬂp Nin

M=2 b by =kaj’ M =;?‘n.k g
i=1 J=t =]

Wherehy, Az, A3 - is Mg, Mp M, subsets elements failures total flows intensity.

Mg M, M,subsets elements intensity regenerations meansvateadefined:

> >
Haj nyy Z”n‘k
_i=l — J=1 ‘ B e
Pi==— Ha : py=ts

Ng p n,

Where Ty, Ty, Tri— faulty elements regeneration times mean valugsenvly M, M,
subsets.

5.2. State graph and differential equations system of Kolmogorov

State graph:

By the graph states compose differential equatiystem of Kolmogorov:
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-

dp,
“&‘E“=H1P1+N2P2+P3P3_Pa(7\l+7\'2+7‘-3)
dp,

—dt—'=7~1P.,“M|P|
P,

dPp.

d_t2=lzPo—|~"2P2

dp,

—==A,P —u,P

L dt 3o THils

Solving the problem for initial conditions:

t=0, R(t=0)=1, R(t=0)=0, R(t=0)=0, R(t=0)=0

will get state probabilitiesd), Pi(t), Px(t), Ps(t) as time function.

5.3. Automation and remote control systems limiting state probabilities

In the automation and remote control systems etgilon process initial at t=0 systems
original condition will change and abto Py(t), Pi(t), Px(t), Px(t) probabilities values will
seek to limited stationary values.

Py, Pi, P, P;— limited conditions probabilities, can get by soly algebraic equations

system:

(1P, + ;P +pyPy =Py (b +4, +2,) =0
AP, =1, =0

AP, —p,P, =0

{
AP -pP, =0
(4

P,+P +P,+P, =1

Po, P1, P, P;conditions limited states values characterizessyststaying mean relative
times in one of this state, 5, S, Ss.
By the results of solving algebraic equations syséee defined safety indicators:
- Systems not safe conditions probability, Fhis probability is equal tosP
- Systems safety coefficient:K1- B,
- Probability of systems defective but usable condit: R,
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- Probability of systems defective, not usable botgutive condition —

5.4. Automation and remote control systems Markov model with reserved elements
5.4.1. My subsets all elements reservation

Not safe conditions sJprobability Bcan be reduced by the elements reservation, which
failure brings system into a dangerous state.

For automation and remote control systems safeligators definition it is necessary to
modify Markov system model that was described abdvee difference between these
models is that all Msubsets elements in the modify model are resenitd reservation
coefficient equal one.

Anyone M, subsets elements failure leads system in not safdition, that's why M
elements subset is necessary to submit in modifyetras structures sequence that consider
Ny elements which are connected successively.

5.4.2. My subsets elements partial reservation

Need for the N subsets elements partial reservation may ariseages; if subsets
separate elements failure probability is small @inisl elements reservation is inappropriate.
It is possible that some subsets elements cannaseeved for some reasons. In such cases
can use elements partial reservation.

6. CONCLUSION

1. Safety probability model and adopted on it baaifety norms are mostly common and
accepted. However, used for this models constmuatoncept of division of system failures
to dangerous and not dangerous is not perfect.

2. There is proposed new approach to estimate atimmand remote control systems
safety. The essence of the approach is that inyspfebability models different elements
failures are homogeneous normal faults. Dependmgvioether failure is detected system
can be in one of states:

- defective, but usable.

- defective, not usable, but protective,

- defective and dangerous.

3. In conformity with adopted concept of “dangerbeiement are developed three
automation and remote control systems Markov safetgels:

- with unreserved “dangerous” items,

- with all “dangerous” items reservation,

- with least safety “dangerous” elements partiakreation.
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